Cybersecurity Industry Development Strategic
Maturity Model (CIDSMM)

The ITU Arab Regional Cyber Security Center (ITU-ARCC), in partnership with
Huawei, launched a new programme to help strengthen the cybersecurity
industry in the Arab and Islamic Titled the ‘Cybersecurity Industry Development
Strategy Maturity Module (CIDSMM),” the programme provides a comprehensive
guide for regulatory authorities, industry stakeholders, and academic researchers
to assess and improve their cybersecurity capabilities.

The first of its kind in the region and the world, the programme is designed
specifically for the Arab and Islamic region’s cybersecurity industry. The
programme is one of the key outcomes of a partnership bétween ITU-ARCC and
Huawei that was established in May 2022 to promote knowledge transfer,
capacity building, and collaboration in the Arab world’s cybersecurity sector. By
implementing this programme, the ITU-ARCC aims to createa vibrant Arab and



Islamic cybersecurity ecosystem where results and action plans can be shared as a
success case stories for adaption by other Arab nations, thereby promoting
success and alignment and reducing opportunity cost of failures. It will also
provide pillars of collaboration via a public-private partnership model for practical
academic research and innovation in cybersecurity, fostering regional digital
talents to bridge the digital divide and uplift the regional cybersecurity industry
maturity as a whole.

The ITU-ARCC believes that cybersecurity is a shared responsibility that requires a
team effort from all stakeholders. Public-private partnerships are essential to
identify risks, prevent cyber-attacks, and protect data and assets. Such
partnerships enable information sharing, joint development of cybersecurity
solutions, and adoption of best practices. By leveraging the strengths of both
sectors, governments and businesses can improve their defense capabilities,
proactively detect and respond to threats, and ensure the overall security of
critical infrastructures

Program Objectives:

The assessment programme aims to provide the following:

1. A guideline for measuring and enhancing the cybersecurity maturity of
various entities involved in the digital ecosystem, such as digital
infrastructure protection, data security, cloud computing security,
emerging technology, and telecommunication security, among others.

2. Provides accurate and effective information to support developing a long-
term cybersecurity Industry strategy.

3. Helps to identify best practices from other countries to summarize lessons
learned for self-improvement.

4. Provides a national baseline for building cybersecurity capacity.

5. Drives demand for cybersecurity-related services, products and s&rvices,
stimulating the digital economy.



IFnun dational Characteristics Shaping the Comprehensive Program

We surmmarized and generalized the good practices of each from existing eybersecurity scesament models, and synthesized the abjectives of this project

T arrive at the follawing:

Structure

Category-Element-
Aspect-Indicator-
Checklist

The five-layer struchse is 1he
basis for the developenent al
this Frogram, and the division
sl dismisembly af sack yer
makes the Program more
spadiic and oomprehiensive.

Generic and Scenario-
based Assessment

Both peneric and scenario-
specific elements e pied s
part of the= Program, aiming 1o
address the customization far the
intreasingly changing
eybirsagurity mrwirdnmenl

Questionnaire
Granularity Design

Binary Answer with
Evidence Collection

Binary responses are used 1o
determine if the Indicator
reguiremnents are satsfied in the
checklist. And checklists are with
samples of materials that can be
pronicded s iuppating

oo martatl o for the
imdicators.

Introduction to Category - Summary

Assessment Method

Self-assessment and
Cooperation

Flexibbe assessment methods
imcorporating Self-assessment
ardl poaperation, combined
waith eariy-1o-understand
chiecklists, increase the fexibiity
of Program assessmants.

Maturity Lewel,
Heatmap and Radar
Chart

The Program provides s maore
intuitive representation of
raturity level results thraugh
thes three charts mantioned
absree, which assist im making
decisions, which is a rare
representation of exiting
raodiels in the marker

The cateporied CIDSNM include all aiseismeant cantant al thede 5 industry-renswned models

CIDSMM Categories

Category 1. Policy and Strategy

Difiniithan: This categany explares the national capstity ta develap s delver cybersogurity strstegy srd erhanie il cyBersesurily resibencs ahile maintaining the
benafits of cyberspace weal for gowernment, international business, and sockety.

Category 2. Legal and Regulatory

Difiniithan: This categany relers ta the capacily of the poverrenent 16 develip and eract national legislation directly or indiractly related o eyl urity, induding
primariy the capacity of law enforcement, praseodtion, regulatary agencies, and couns.

Categaory 1. Standard, Organization and Technology

Disfiniithan: This category examines the development and implementation of cyberseounty standards and best practices, the establishnent af oyberseounity agenckes and
mechaniams, gy weall g the implameant ation o processes pnd echpical canbrods in crder b reduce tpbarsacunty risks,

Category 4. Culture and Knowledge

Definithon: This ategory explones the oreation of a strang culture of cybersecurity for the population, the public and private sectors, which will kead o inoreased
raareness of cyberseturity, the deveapment of profesdicrals, and the sccumulation af research cidcames in the field of cpberiecunity

Category 5. Commerdal Gain and Cooperation

Diefinithan: This category examines the growthn and developenent af the cyberseousity Industry, as well as the muklti-dimensional cooperation approach ufguunmmcnt
organizations, public welfare instibutions, and enterprises



